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Executive Summary 
 

While widespread mechanisation, large industrial clusters and increasingly 

lethal militaries defined the preceding Industrial Age that lasted for more 

than two centuries, the ongoing Information Age has been about the 

structuring of human society around the production, consumption and 

effects of information.  

 

Information warfare is not a feature of the Information Age alone. But the 

Information Age has imparted the former an unprecedented scale and reach. 

Using information to influence decisions for achieving political objectives 

(without necessarily employing physical force) is information warfare.  

 

While all states—including democratic ones—engage in information warfare, 

authoritarian states are at an advantage when stacked against the democratic 

ones. Authoritarian states, however, pay an opportunity cost for maintaining 

a sanitised domestic information environment. 

 

The double-edged sword nature of information power gives rise to a 

fundamental conundrum: What prevents states which are empowered to 

safeguard the cognitive autonomy of their citizens from using the same 

information power against the latter? 
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I. Introduction 
 

In the wee hours of May 7, 2025, the Indian armed forces struck nine 

locations inside Pakistan and Pakistan-occupied Kashmir to target terror 

groups, which have mounted numerous attacks on Indian soil over the last 

two decades. The immediate cause for Operation Sindoor, however, was the 

killing of 25 tourists and a local guide in Kashmir’s Pahalgam on April 22 by 

a Pakistan-linked terror group.1 This led to a series of strikes and counter-

strikes by India and Pakistan from May 7 to 10 before an understanding to 

halt military actions was declared by both sides. Pakistan’s response to India’s 

May 7 strike was not just restricted to the land (cross-border shelling) and air 

domains (drones and missiles) but also involved the information realm. 

Pakistan’s army attempted to foment communal tensions in the Indian state 

of Punjab by falsely claiming that India was attacking its own Sikh population 

by launching a barrage of missiles.2 Pakistan also fabricated claims of inflicting 

significant damages to Indian airbases like Adampur.3 The Indian 

government and the armed forces, on the other hand, refrained from 

engaging in propaganda and instead focused on domestic information 

management. India carefully controlled the domestic media cycle on 

downing of Indian fighter jets by downplaying the same and controlling the 

information flow about loss of Indian assets.4  
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But it is not just India’s western neighbour that engages in information 

warfare. India’s northern neighbour has been more adept at mounting 

influence operations through a phenomenal social media product created by 

a Beijing-headquartered company, ByteDance. ByteDance’s short-video 

sharing platform TikTok has more than a billion users worldwide. In June 

2020, the government of India had banned TikTok about two weeks after 

the deadly India-China border clashes in Galwan. TikTok was among the 59 

Chinese apps banned on the grounds that these were “engaged in activities 

which is prejudicial to sovereignty and integrity of India, defence of India, 

security of state and public order.”5 The comeback of some hitherto banned 

Chinese apps—following easing of India-China tensions—has led some 

commentators to wonder whether TikTok would return as well.6 But even 

if data concerns associated with TikTok are addressed, issues with TikTok’s 

powerful algorithm would remain: the algorithm could “be potentially used 

to amplify or de-amplify content to suit ByteDance's (and thereby Chinese 

Communist Party's) objectives.”7 That the Article 7 of China’s 2017 

intelligence law requires citizens and organisations to assist with national 

intelligence work does not help TikTok’s case.8 

 

China and Pakistan’s influence operations directed at India notwithstanding, 

information warfare is not just an Indo-Pacific matter. It is as much a global 

concern, from the transatlantic to the transpacific. During the last decade, 

Russia has mounted disinformation campaigns in the US and Europe to 
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influence democratic elections. China’s TikTok has been a source of alarming 

concern in the US as well. These developments beg some questions: are 

authoritarian states at an advantage when it comes to mounting information 

warfare, as compared to democratic ones? How can democratic states defend 

against authoritarian ones? How can states be empowered to tackle influence 

operations, while being prevented from using the same power on their own 

citizens? How can citizens defend against cognitive threats irrespective of the 

threat actor? 

 

Information warfare is largely “unseen yet pervasive” and “is more likely to 

have a deeper impact (both cognitively at individual level, and collectively at 

societal level).”9 Therefore, as nation-states become deeply enmeshed in the 

Information Age, it is pertinent that stakeholders—governments, militaries 

but also private sector and common citizens—develop an understanding 

about the various aspects of information warfare to better safeguard their 

cognitive autonomy.  

 

This discussion document serves as a primer on information warfare and is 

divided into three parts. The first part focuses on the contours of the 

Information Age. The second part unpacks information warfare, including its 

elements and features. The final part examines the democratic trap, as well as 

discusses the fundamental conundrum with information warfare – the 

double-edged sword nature of information power.  
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II. Contours of the Information 

Age 
 

While widespread mechanisation, large industrial clusters and increasingly 

lethal militaries defined the preceding Industrial Age that lasted for more 

than two centuries, the ongoing Information Age has been about the 

structuring of human society around the production, consumption and 

effects of information. More specifically, the Information Age has been 

defined as “[t]he period beginning in the last quarter of the 20th century 

marked by the increased production, transmission, consumption of, and 

reliance on information.”10 The proliferation of many different types of 

computing devices, coupled with technologies to connect them together, 

heralded the Information Age. This new age not only created new winners 

and losers in the economic realm (think the internet economy), but also 

altered the ideas of power and legitimacy in international relations.11   

 

As Kotasthane and Pai (2023) have argued, power has undergone three shifts 

in the Information Age. First, gaining power in the international system has 

become more accessible. By “[u]sing information weapons”, an actor could 

directly influence “an adversary's cognitive and decision-making systems”. 
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Second, as the utility of violence reduces in the Information Age, states that 

can better wield information weapons will enjoy an asymmetric advantage 

over the others. Third, while the Industrial Age was mostly about nation-

states, the Information Age makes non-state actors relatively more powerful. 

Power does not operate in a vacuum. Power and legitimacy are deeply 

intertwined. In order to effectively exercise power (or exercise power with 

less hindrances), that power should be deemed legitimate by other actors in 

the international system. Therefore, “gaining legitimacy, like power, is a 

cognitive act.” Powerful actors employ narrative dominance—in addition to 

hard military strengths—to build legitimacy around their actions in an 

international system that is largely anarchic. State or non-state actors can 

“easily use the weapons of the Information Age to delegitimise the narratives 

that old powers might have carefully constructed.”12 Non-state actors are 

relatively empowered to question the narrative dominance of a powerful 

actor and even offer alternative narratives. 
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III. What is information warfare? 
 

Information warfare is not a feature of the Information Age alone. But even 

as information warfare has been waged for thousands of years, the 

Information Age has imparted the former an unprecedented scale and reach. 

Information warfare can be defined as “the use of information to influence 

decisions in order to achieve a political objective without necessarily using 

physical force.”13  

 

There are various forms of information warfare that are popularly known. 

For example, propaganda uses information to achieve a political goal. 

Propaganda is intentional, systematic, manipulative dissemination of 

information to achieve a particular effect in the mind of the targeted 

person(s). The difference between propaganda and advertising is that the 

latter is primarily transactional. The former is about wanting people to act in 

the way you want, and believe in the things you believe. Spreading 

disinformation, malinformation or fake news in an organised and coordinated 

manner, with a political goal, are part of propaganda in a broader sense. 

Espionage or surveillance is another form of information warfare. Further, 

denial of information or censorship is as much information warfare as 

propaganda and snooping are. Just as channelling information may be 



Takshashila Discussion Document No. 2025-13                       Hacking Minds, Manipulating Machines 

10 
 

 

information warfare – blocking, changing, moderating, corrupting or 

interfering with the flow of information too can be information warfare.  

 

III.1. Elements of information warfare 
 

Information warfare is fundamentally about political ends, though it also 

operates in the virtual, cognitive realm. As demonstrated in Figure 1, there 

are three elements of information warfare. The first is cognitive warfare that 

involves hacking the minds. This can be done through propaganda as 

described above, or through dedicated influence operations involving the 

spread of disinformation that targets the very idea of reality. Russian 

disinformation campaigns in Europe are an example of the same.  

 

Using social media platforms and their algorithms to amplify or de-amplify 

certain content is also about hacking the mind. While the TikTok case 

discussed above fits this description, the same can also be held true for X 

(formerly Twitter). Breaking his promise of keeping Twitter “politically 

neutral”, Elon Musk, who bought the platform in 2022, turned it into an 

echo chamber for the Make America Great Again (MAGA) movement in 

the run-up to the 2024 US presidential elections.14 But Musk’s machinations 

did not just stop at the US borders – from Latin America to Europe, Musk 

used the X platform to support and amplify right-wing causes.15 Musk 
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demonstrated that a powerful social media platform could be wielded as an 

information weapon in a largely democratic set-up for shaping popular 

political views domestically and beyond. 

 

Figure 1: The information domain 

 
Source: Conceived and created by Nitin Pai. 

 

The second element of information warfare is cyber warfare that involves 

hacking the machines for producing a cognitive effect. China’s cyberattack 

on India’s power grid in 2020 is an apt example of the same.16 Even mounting 

kinetic attacks (such as a terrorist attack or sabotage) may produce cognitive 

effects in the targeted population. Attacks can also lie at the intersection of 

the kinetic, cognitive and cyber elements. For example, the Stuxnet worm 
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that damaged Iran’s nuclear enrichment facility at Natanz involved all three 

elements – kinetic, cognitive and cyber.  

 

III.2. Blurring lines between physical 

and information domain 

 
It is possible to conceptualise any contemporary conflict as playing out over 

multiple domains and dimensions. For instance—in the physical domain—a 

conflict could play out over land, sea, air or space with the target of physical 

force being mass. At the same time—in the information domain—perceptual 

force could be used to target the minds of an adversary’s population (or 

decision-making elites) through cognitive or cyberattacks. But these are not 

clear distinctions. There may be overlaps, and an attack in the physical 

domain (such as aerial bombardment of the capital city of an adversary) may 

be intended more for the cognitive effects as opposed to just the quantum of 

destruction.  
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Figure 2: The multi-domain, multi-dimensional nature of conflict 
 

 
 

Source: Conceived and created by Nitin Pai. 
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The Russia-Ukraine war that has been ongoing since early 2022 has played 

out in a multi-domain, multi-dimensional manner, involving both the 

physical and information realm. Russia and Ukraine have not just duelled 

over the land, sea, air and space domain, but also mounted cognitive and 

cyber warfare over the years. The initial “special military operation” 

launched by Russia in February 2025 was at the intersection of the physical 

and the cognitive. The Russian military embarked on an ambitious march 

towards the Ukrainian capital city Kyiv that aimed at browbeating 

Ukrainians into submission, not by unrestrained violence, but by sheer display 

of overwhelming military might of the invading forces. 

 

 

III.3. Information warfare does not 

always need a war 
 

War is an event. It has a beginning and an end. Waging war is warfare. The 

act of engaging in war is warfare. However, a party could be engaged in 

warfare without being in war. For example, Pakistan has been engaged in 

sub-conventional warfare (that is, below the threshold of war) with India 

through state-sponsored terrorism. The continuity argument holds more so 

for information warfare, which, as showcased in Figure 3, maintains a 

relatively high baseline even during peacetime as well as periods of 
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contestation, crisis and post-conflict. Physical warfare, however, peaks during 

a war while staying relatively low otherwise (notwithstanding sub-

conventional warfare). 

 

 

Figure 3: Information warfare versus physical warfare 

 

 
Source: Conceived and created by Nitin Pai.  
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III.4. Levels of strategy in information 

warfare17 
 

The information domain can be broadly divided into four levels. The 

outermost layer, and the one which is most consequential, is the general 

epistemic layer. This is where a society’s understanding of reality forms and 

manifests (think enlightenment values, how China views its place in the 

world). Influencing the general epistemic layer of a society is a very long-

term matter requiring civilisational resources. The second-outermost layer is 

the contextual epistemic, which is about knowledge and perception in a 

particular context (that is, a society’s views on a particular subject, say 

immigration). Influencing societies at this level requires national level 

resources in a long-time frame. How decision-making elites of a society think 

about their desires, perceive choices and calculate benefits constitute the third 

layer of the information domain – the directive layer. This layer is where 

most of the information operations are targeted at. Influencing this layer, 

while requiring national level resources, can yield relatively faster results. The 

last level is executive (or cyber). This layer is about networks, sensors and a 

host of systems that translates thoughts in the upper layers into actions. 

Influencing this layer is done through cyberattacks. One way to look at these 

layers is that a largely physical layer sits at the bottom; moving up across the 

information layers is directly proportional to an increase in abstraction. The 
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greater the abstraction, the more difficult and time consuming an influencing 

endeavour is, albeit more rewarding at the same time.  

 

Figure 4: Levels of strategy in the information domain 

 

 
 

Source: Nitin Pai (2024)18 
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IV. The democratic trap and the 

fundamental conundrum  
 

In an international system that is largely anarchic, power and legitimacy in 

the Information Age derive partly, if not wholly, from narrative dominance. 

Narrative dominance not just domestically, but also internationally. While 

all states—including democratic ones—engage in information warfare, 

authoritarian states are at an advantage when stacked against the democratic 

ones. Authoritarian states, such as China and Russia, have installed a heavily 

censored domestic information environment while taking advantage of the 

relatively freer information flows in Western societies such as that of the 

United States. By sanitising their own information environment, 

authoritarian states maintain narrative dominance domestically. But by 

mounting information operations, including disinformation campaigns in the 

West, authoritarian states attempt to undermine core democratic narrative 

about the integrity of elections.19  

 

Across the Atlantic, Russian President Vladimir Putin has been wielding his 

own information weapons to partly avenge the fall of the Union of Soviet 
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Socialist Republics (USSR). In the late 1980s and early 1990s, the colossal 

Soviet Union comprising 15 constituent soviet socialist republics including 

Russia unravelled. Internal contradictions and weakness of the Soviet system 

have often been cited as among the reasons for the collapse of the USSR and 

the end of the Cold War.20 

 

But the Cold War was a contest among super powers mostly in the Industrial 

Age.  

 

In the ongoing Information Age, which began towards the end of the 20th 

century and accelerated in the 21st, equations have changed. What was once 

the strength of Western democracies—a free press and relatively free flow of 

information—might have just become a weakness.21 Perhaps no one 

understood this better than President Putin, who, amid the commercial and 

open vision backed by the US, citizen rights vision backed by the EU and the 

paternal and controlling approach backed by China, pushed for his own 

vision for the internet – the Moscow spoiler model.22 This model involved 

mounting disinformation campaigns with the end-goal of causing more 

polarisation in the targeted polity. But more importantly, Russian 

information operations attacked the very idea of reality; that is, what is real 

and what is not, what could be trusted and what could be not.  
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Although Putin’s information operations have targeted countries such as 

Germany, Britain and Estonia over the past decade,23 arguably the most 

consequential target has been the United States. In the lead up to the 2016 

US presidential elections, Russia engaged in what has been described as a case 

of information warfare.24 At the heart of Moscow’s Project Lakhta25 was the 

now disbanded,26 St. Petersburg-based Internet Research Agency (IRA) that 

employed an army of bots on social media platforms such as Facebook and 

Twitter (now called X). The disinformation campaign attempted to polarise 

voters and diminish their trust in the US electoral processes. Cognitive 

warfare went hand in hand with cyber warfare when the Russian intelligence 

agency, Main Intelligence Directorate of the General Staff (popularly known 

as GRU), hacked the emails of Democratic presidential nominee Hillary 

Clinton and subsequently spread them via Wikileaks.27 The Republican 

presidential nominee Donald Trump made Clinton’s emails one of his central 

election planks. In the years following Trump’s victory in the 2016 elections, 

separate investigations launched by Special Counsel Robert Mueller, 

Department of Justice, the intelligence community, and the Republican-led 

Senate Select Committee on Intelligence reached a similar conclusion: Russia 

interfered in the 2016 elections.28 The Senate report found that the Russian 

campaign attempted to help Trump’s presidential campaign, and also 

showcased evidence of contacts between Trump campaign officials and those 

linked with the Kremlin.29  
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It is one thing to say that Russia tried to help Trump clinch the presidency. 

But can Trump’s victory be partially attributed to Putin’s information 

operations? An influential 2023 study in Nature Communications “did not 

detect any meaningful relationships between exposure to posts from Russian 

foreign influence accounts and changes in respondents’ attitudes on the issues, 

political polarization, or voting behavior.”30 But as the authors themselves 

acknowledge, this study focused narrowly on social media posts on Twitter; 

they did not look at the interference in its totality across social media 

platforms, involving not just posts but also the media (image, video) shared, 

cyber actions (Clinton email hack) and second-order effects (the impact of 

the news of Russian interference among US citizens, irrespective of how 

successful the IRA campaign was). As a 2022 paper looking at second-order 

impact notes, “it has become clearer that knowledge of the precise direct 

impact of the R-IRA is likely to remain elusive.”31 

 

It is not as if authoritarian states enjoy an asymmetric advantage without any 

cost. Implementing a domestic firewall that filters external content, and 

manning an iterative information sanitising socio-technical system for 

domestically generated content has a significant opportunity cost. Because 

“[i]f China didn’t expend so much political, financial and human energy on 

firewalls, censorship and surveillance, it is likely to have been a far richer, 

more innovative and vibrant society by now.”32 
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How should democracies respond to the threat from authoritarian states in 

the information domain? Empowering the regimes in power to wield 

information weapons is riddled with a conundrum: what stops these 

democratically elected regimes from not using the same information weapons 

against their own citizens to further their goals, such as staying in power or 

fulfilling ideological missions of their partisan voter-bases? What prevents 

governments or private companies (such as Elon Musk’s X) in democratic 

setups from wielding indiscriminate information power domestically? 

Constitutional safeguards is one obvious answer, but is it enough to provide 

cognitive security? After centuries of warfare, nation-states developed 

professional armies and security forces to secure the physical (political) 

borders. But nation-states, especially of the democratic kind, have not yet 

figured out how to secure the cognitive borders from threats – both internal 

and external. 
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