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EXECUTIVE SUMMARY

This paper critically examines the evolving concept of the
‘Grey Zone' in conflict dynamics, contextualising its impact on
India’s security challenges. It is approached as an operational
space,contrary to warfare. The Grey Zone is best understood
as an overarching operational space between peace and open
war, where state and non-state actors employ coercive methods
across multiple domains (physical and cognitive) to advance
geopolitical objectives below the threshold of overt conflict.

Key Concepts and Models

» This paper maps Grey Zone activities across a four-quadrant
conflict model for analytical clarity: regular warfare, irregular
warfare, competition, and deterrence.

e The paper highlights the significance of determinants
such as gradualism, escalation management, selective
attributability, and maintaining tactical clarity alongside
strategic ambiguity in shaping and sustaining Grey Zone
campaigns. Based on the determinants, a ‘funnel test' is
introduced for policymakers to evaluate whether a given
activity truly fits as a Grey Zone action.

e A multi-domain matrix (diplomatic, informational, military,
economic; including Electromagnetic Spectrum (EMS) and
cyber) links observable behaviours to likely intent, escalation
pathways, and suitable cross-domain responses for Indian
decision-makers.

 The framework is proof-tested against salient episodes
involving India, Pakistan, and China to evaluate the
conceptual relevance of Grey Zone contestations. From
Pulwama-Balakot, the Galwan clash, and Operation Sindoor
to intermittent coercive signalling and countermeasures.
The framework demonstrates the persistence of Grey Zone
campaigns, their episodic spikes, and the role of information
operations in escalation management. This analysis will
facilitate a deeper understanding of India's security calculus
and offer policy-relevant tools for prognosing and countering
evolving Grey Zone threats.

1 Introduction

The term ‘Grey Zone' has gathered traction in the lexicon of
conflict or war strategies in the post-Cold War era, especially
since the US-led ‘global war on terror’. Other terms, such as
Hybrid warfare, Asymmetric warfare, Unrestricted warfare, Fourth
Generation Warfare (4GW), and Irregular warfare' , which tend to
describe the character of various conflicts, have also found their
way into the discourse on the utility of force for coercion between
states, as also between states & non-state actors. This paper
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examines Grey Zone threats and their relevance to India's security
challenges.

Is the Grey Zone a form of warfare or an operating space for the
conduct of various forms of warfare?

Is the Grey Zone a form of warfare, or an operating space between
the extremities of the conflict spectrum? How do we approach the
range of coercive contestations bounded by ‘Peace (White)' at one
end and ‘'War (Black)' at the other extremity? Is it the intervening
space within which actors (state/ non-state) resort to coercion
using varied forms of warfare?

Distinguishing between 'War' and ‘Warfare’, Collin Gray explains
that “war is a relationship between belligerents, not necessarily
states. Warfare is the conduct of war, primarily, though not
exclusively, by military means. The two concepts are not
synonymous. There is more to war than warfare.”?

To put it simply, two actors may be at war, yet they do so by
engaging in various forms of warfare through the continuum
of conflict. War has a purpose, the ‘Why’, while warfare is
about the means, the 'What'—tools, instruments, weapons,
and technologies—and the ‘How'—tactics, techniques, and
procedures (TTPs).

2 Defining Grey Zone

Various authors have proposed definitions of the Grey Zone,
suggesting that it is a form of warfare or an application of tools of
warfare below the threshold of war.

“The Grey Zone describes a set of activities that
occur between peace (or cooperation) and war (or
armed conflict). A multitude of activities fall into
this murky in-between— from nefarious economic
activities, influence operations, and cyberattacks
to mercenary operations, assassinations, and
disinformation campaigns. Generally, grey-zone
activities are considered gradualist campaigns by
state and non-state actors that combine non-military
and quasi-military tools and fall below the threshold
of armed conflict.”® (Starling) [Emphasis added]

The above definition suggests an inclination to exclude military
tools from the Grey Zone, which will exclude potent options from
Grey Zone activities. It is, therefore, insufficient and may render

the range of possibilities in the Grey Zone significantly limited.

Regular and paramilitary forces have been employed extensively
in Grey Zone campaigns. One instance is Border Action Team
(BAT) raids by the Special Services Group (SSG) of Pakistan Army
against Indian Army posts on the Line of Control (LoC).# Another
instance is the actions of Chinese Coast Guards (CCG) in disputed
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waters, intertwined with legal and cognitive warfare to amplify
Beijing's political narratives and strategic agendas.®

Vice Admiral R Harikumar has explained Grey Zone as a
metaphorical state between war and peace, where an aggressor
aims to reap either political or territorial gains associated with
overt military aggression without crossing the threshold of
open warfare against a powerful adversary.® A reference to
the asymmetry between belligerents here indicates that in a
contestation, a lesser power indulges in actions in the Grey Zone,
which is not entirely accurate. For example, the US has effectively
leveraged the Grey Zone in several contests against peer or
inferior powers, for instance, arming the ‘Mujahideen’ against
Soviet Russia during the Cold War, propagating the narrative of
violation of international laws and possession of Weapons of
Mass Destruction (WMD) to justify the Gulf Wars and overthrow
of Saddam regime, and collaborating with the Northern Alliance
in its operations to combat the Taliban during Operation Enduring
Freedom.

A proposed definition states that Grey Zone conflicts comprise
activities beyond the zone of peace but below the threshold of
overt war or aggression. These are dubious, mostly illegal,covert,
clandestine acts conducted over a prolonged period of time in
a diffused manner using all possible means at the disposal of a
state or anon-state actor. These aim to achieve political or any
other socioeconomic or military objectives with deniability to avoid
direct military response from the target state or group.’

According to a 2019 report of CSIS, Grey Zone activities are a
series of efforts towards achieving one's security objectives at
the expense of a rival using means beyond routine statecraft
and below direct military conflict. In engaging in a gr(e)y zone
approach, an actor seeks to avoid crossing a threshold that results
in open war.8

2.1 AProposed Definition

The above definitions include the semantic features of the
‘Grey Zone', i.e. gradualism, escalation management to remain
below the threshold of war, and linkages to long-term strategic
objectives. While partly accepting the above definitions, the
proposed definition questions the emphasis on non-attributability
and the resultant limitation on using conventional military as
a tool. Non-attributability is a deliberate choice in strategic
communication — a choice that may be predominant, yet not
sacrosanct. For example, the transborder use of Special Forces
by the Indian Army in Myanmar on 09 June 2015,° as an action,
delivered a statement of intent much beyond its tactical impact.
The act ensured escalation control by its limited operational
impact, probably with a tacit understanding with the country’s
government, while making a wider regional strategic statement.
Special forces have also been used earlier for similar operations,
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with shallow tactical depth, where non-attributability has been
maintained. A proposed definition is thus as follows,

The ‘Grey Zone' constitutes an overarching operational space
of coercive struggles between actors (state and non-state)
across multiple domains below the threshold of war, aimed at
shaping the environment to achieve geopolitical objectives.

The proposed definition simplifies understanding the Grey Zone
as an operational space.”® A space within which the ‘hows’ and
'whats' of warfare are orchestrated below the threshold of war to
construct a normative narrative gradually. Therefore, a few terms
that merit further explanation are the spectrum of conflict and
escalation control, actors in conflict and the factor of attributability,
domains of conflict and the tools of application.

2.2 Spectrum of Conflict: Between War & Peace

The Indian Army's Land Warfare Doctrine 2018 foretells future
security challenges, including conflicts characterised by
operations in a zone of ambiguity where nations are neither
at peace nor at war—a Grey Zone."

The UK Defence Doctrine of 2022 relies on the definition of
war as a state of armed conflict between different countries or
different groups within a country.” This definition is about the
relationship between actors engaged in war. It also reiterates that
the 'nature of war' remains enduringly unchanged. War remains
violent, competitive and chaotic in its manifestation. At the same
time, warfare has a changing character, mutating and adapting
to the emerging geopolitical context and technological, societal,
economic and cultural evolution.™

The purpose of war is best defined by Clauszewitz's definition,
“Iwlar is a mere continuation of policy by other means"'*
Threats in the Grey Zone afford a wide range of other means
below the threshold of war. These include conventional and
sub-conventional forms of warfare, using non-kinetic or kinetic
tools, in a contact or non-contact manner. Therefore, unlike
war, which has a beginning and an end, actions in the Grey Zone
conform to a contest in perpetuity. It is a zone or operating space
within which warfare, in its evolving character, manifests as a
continuum below the threshold of war.

Peace is the more elusive of the two. Based on an experiential
understanding of the state of being at peace, itis often interpreted
in relative terms. For example, India and Pakistan have been at
war on four occasions, i.e. 1947-48 (limited in geography), 1965,
1971 and 1999 (limited in geography) and in a state of ‘No war, No
Peace' intermittently. Also, as categorised in the journal article
tittled Armed Conflicts — 1946- 2001: A New Dataset,”™ based on
the intensity of violence, the ongoing conflicts involving India,
through the years, have been categorised as ‘minor, intermediate
and war".'®
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Absolute peace is a misnomer. In his introduction to the translation
of ‘On War - Volume 1, Col F N Maude states, “an equilibrium
of forces maintains peace.”"” Equilibrium of forces (not meaning
military force alone), as a derivative of comprehensive national
power (CNP) in the context of interstate competition, is dynamic
and not absolute. Therefore, it can be argued that states will

relentlessly contest the competitive space, seeking an equilibrium.

Grey Zone threats reinforce a sense of sustained relative peace,
while exploiting disruptions (in cognitive space) or violence (in
physical space) for coercion, to emerge in a position of strategic
advantage as and when an equilibrium is reached.

2.3 Spectrum of Conflict & Escalation Control
- Grey Zone Encompasses Everything in
Between

Robert S Burrell explains a full-spectrum conflict design in a
two-dimensional visualisation, building upon an essay by Eric
Robinson ."® The conflict spectrum (Figure 1) has ‘Peace’ and ‘War’
as the two extremities of the continuum of conflict along the X-axis.
The dimension of ‘Means' (not limited to military) from the ‘Ends,
Ways, and Means' approach to strategy formulation is extended
along the Y-axis, with 'Direct’ and ‘Indirect’ actions being the two
extremities of means of conduct of warfare.”

Grey Zone Contestations

(owrm ]

Regular W ®

Limited
w

Nuclear Doctrine
Capability Development/
Demonstration

Military
Exs

No War No Peace (NWNP)

Area rty Duels/ Small
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Clandestine
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Development
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Figure 1:  Full Spectrum Conflict Design (adapted from
Burrell,"Understanding Gray Zone Conflict and Hybrid Warfare")

Trade Wars

Abbreviations used HADR-Humanitarian Aid & Disaster Relief, FFC-
Friendly Foreign Countries, PKO-Peace Keeping Operations, IW-
Information Warfare, ITO- Information- Technical Operations, CO-
Cyberspace operations, EW- Electronic Warfare, IPO- Information-
Psychological Operations, PA- Public Affairs, Psy Ops- Psychological
Operations, MILDEC- Military Deception, Strat Com- Strategic
Communications.

The full-spectrum conflict
design in a two-dimensional
visualisation, has '‘Peace’ and
‘War' as the two extremities of
the continuum of conflict along
the X-axis. ‘Means' extended
along the Y-axis, with ‘Direct’
and 'Indirect’ actions being the
two extremities. The resulting
quadrants are Regular Warfare,
Irregular Warfare, Competition
and Deterrence.
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The Grey Zone operational space is divided into four quadrants,as
given below.

« First quadrant: Regular warfare.

e Second quadrant: Irregular warfare.
e Third quadrant: Competition.

e Fourth quadrant: Deterrence.

Some activities have been illustrated in each quadrant,
although not based on any data set. Due to their inherent
interdependencies, the framework’s connotation of means can be
expanded beyond military resources / instruments used in conflict
to others, such as diplomatic, informational, and economic means
(DIME).

The ‘Informational’ instrument will remain central to the model
as resultant effects will manifest in the information domain. The
Grey Zone, as a nebulous multi-dimensional operational space,
transcends all the quadrants.

2.31 Regular Warfare

The first quadrant (highest intensity of violence) is ‘Regular
Warfare' using direct overt military means in increasing intensity,
extending along the escalatory continuum to war, including
nuclear war at the highest end of the spectrum. Some events
in the Indian context in this quadrant were the 1962 Sino-India
conflict, the 1965 and 1971 Indo—-Pakistan wars, the Limited war
of Kargil in 1999, transborder tactical raids, including 'surgical
strikes' of 29 September 2016 in the Line of Control sector, the
Balakot strikes on 26 February 2019 and Op Sindoor in May
2025. Military, diplomacy, and economic actions will play out
in this quadrant, with the military instrument setting the stage
for diplomacy, while economics (economic viability/ war-waging
stamina) will determine the ability to sustain the war effort over
time.

2.3.2 Irregular Warfare

The second quadrant is that of ‘Irregular Warfare' (low-intensity
violence with high visibility) without the overt use of military force,
with plausible deniability or non-attributability, which is in the
form of proxies through ideological and/ or material support, for
example, the J&K militancy, the insurgencies in the North East,
Cyber Warfare, narco-terrorism?°, Fake Indian Currency Note
(FICN) circulation etc.

The perceived intensity of violence in this quadrant will remain
below the threshold of war, without violating normative ‘red
lines’ to ensure escalation control. The targets in this quadrant
are population-centric, with greater reliance on ‘effects’ in the
cognitive domain through violence in the physical domain, to
achieve objectives in the information/psychological/perception
domain than the physical domain. Informational, diplomatic and
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military instruments will sustain the effort in this quadrant at an
acceptable economic cost.

The objective in this quadrant is to create a normative narrative
over a prolonged period. Pakistan, for example, over the years,
has created a narrative of homegrown insurgency in J&K, with

regular incidences of low-intensity violence in the state of J&K.

A similar narrative of terrorism due to internal societal faultlines
has also been created by supporting terror organisations like
Students Islamic Movement of India (SIMI) or Indian Mujahideen
(IM), fostering a latent acceptance of random terror incidents in
the country.

India accepted it politically as an enduring security risk without
triggering a disproportionate response. Similarly, China has been
staking territorial claims in Ladakh, Sikkim, and Arunachal Pradesh,
reinforcing the narrative through cartographic aggression and
constructing dual-use infrastructure such as border villages.?'

2.3.3 Competition

The third quadrant is that of ‘Competition’ (least intensity of
violence), which will be primarily driven in the economic and
diplomatic domains to secure common interests while attempting
to carve out mutually agreeable mechanisms (treaties, Free Trade
Agreements (FTAs), and Confidence-Building Measures (CBMs))
to build confidence and promote prolonged peace.

However, in the third quadrant, as the locus of competition
shifts towards the intersection of the two axes, the stress of
competing or conflicting interests will strain relations, thereby
escalating actions in the second or first quadrant. Points of
leverage such as political vulnerabilities, societal fault lines, or
systemic vulnerabilities (provisions of law, cyber vulnerabilities,
etc.), are identified, profiled, and invested in by a perpetrator in
the Grey Zone (while still in this quadrant) through efforts such as
intelligence operations, cyber operations, etc.

These identified vulnerabilities may be exploited through future
actions, such as supporting insurgencies through proxies,
information warfare campaigns, kinetic actions such as border
clashes, and non-kinetic offensive cyber-attacks, which fall in the
second quadrant.

In this quadrant, the focus of the military instrument will be on
capability building to retain a favourable force asymmetry to
deter a confrontation. For example, the Peace & Tranquillity
Agreement (1993) between India & China to manage the boundary
conflict was effective. However, India's focused infrastructure
development and capacity building challenged the prevailing
equilibrium, triggering a series of Chinese actions escalating
border tensions between 2013 and 2020%%, indicating an
aggressive counter-strategy by China, finally leading to the
Galwan clash in Jun 2020.
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2.3.4 Deterrence

The fourth quadrant is deterrence, as defined below.

“[Tlhe practice of discouraging or restraining
someone— in  world politics, usually a
nation-state—from taking unwanted actions, such
as an armed attack. It involves an effort to stop or
prevent an action, as opposed to the closely related but
distinct concept of “compellence,” which is an effort to
force an actor to do something."?3

Relatively easy
Capability driven

Dynamically
Reinforced

By Denial Credibility
High risk of
failure in lower
end of spectrum

Unbeneficial Higher Reliability

Cost of EViDEsuas on Relatively

aggression + difficult

Reassurances of Capability+Will/

benifits of non A A
= Escalation Risk
aggression or Cost

By Punishment e o)

commitment of
resources

Render
Aggression
Unnecessary &

Low risk of
failure in higher
end of spectrum

Figure 2: Understanding complexities in Deterrence. Mind Map
created using Xmind based on Michael J. Mazarr. ‘Understanding
Deterrence.’ 2018.

M J Mazarr affirms,

" [Ilt is the perceptions of the potential aggressor
that matter, not the actual prospects for victory or
the objectively measured consequences of an attack.
Perceptions are the dominant variable in deterrence
success or failure.”>* [Emphasis added] Figure 2
shows a mind map that can be used to understand
the complexities involved in achieving deterrence. As
explained below, an aggressor can be deterred by two
forms of deterrence: denial or punishment.

Deterrence by Denial This strategy is driven by the defender's
perceived capability to deny the aggressor its intended
objectives.  This perception has to be regularly reinforced
through the information domain. This form of deterrence is
relatively easy to achieve and more reliable at the higher end
of the conflict spectrum. It has a higher risk of failure at the
lower end of the spectrum, as the defender would not find it
cost-effective to unleash its deterrent capabilities against minor
or below-the-threshold infringements.
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Deterrence by Punishment A combination of two factors
drives this strategy. First, the defender's perceived capability
and second, the defender's will to inflict prohibitive costs on
the aggressor.It is weighed against the escalation risk or cost
the defender will bear to deter a potential aggressor. This
form of deterrence is relatively complex to achieve and more
cost-intensive. It makes it imperative to maintain capabilities in a
perpetually higher state of readiness to reinforce the perception
of imminent threat of punishment. This has a lower risk of
failure at the higher end of the spectrum, as the perpetual state
of readiness of the defender is more likely to deter a potential
aggressor from attempting infringements. The lower end of the
spectrum remains vulnerable to challenging deterrence due to
perceived low costs for infringements.

Dissuasion This strategy entails a two-pronged approach:
threatening to impose costs for aggression and promising benefits
or reassurances for non-aggression. The goal of dissuasion is
to convince a potential attacker that the cost-benefit calculus
of aggression is unfavourable.?® This strategy is more likely to
succeed in peer contestations by providing political space for
manoeuvring domestic public opinion.

Cross-Domain Deterrence (CDD) The nebulous nature of the
Grey Zone operational space adds further complexity to the
concept of deterrence. Consequently, CDD is a more suitable
construct that adaptively lends itself to application in the Grey
Zone. CDD is defined as

“[T]he use of threats of one type, or some combination
of different types, to dissuade a target from taking
actions of another type to attempt to change
the status quo. More simply, CDD is the use of
unlike technological means for the political ends of
deterrence.”?6

Conventional

Agression
Grey Z
Aggression

Conventional
Aggression
Grey Z
Aggression

—By Denial By Denial
India- China

By Denial

§ Pakistan - India ,\

— By Denial -’

Conventional

Aggression
Grey Z
Aggression

Conventional
Aggression
Grey Z
Aggression

By Punishment
China- India

By Denial
India- Pakistan

By Denial By Punishment

Figure 3: Mind Map depicting deterrence possibilities between
India, Pakistan and China.

Figure 3 explains the deterrence possibilities in the Indian
neighbourhood between India, Pakistan and China in light of the
construct of deterrence discussed above.

In the Sino-India context, there is conventional and Grey Zone
asymmetry in favour of China. India deters China by denial,

10
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whereas China deters India by threat of punishment in the
conventional space and by denial in the Grey Zone.

In the Indo-Pak context, India enjoys a marginal conventional
advantage while Pakistan enjoys a definite advantage in the Grey

Zone. India deters Pakistan by denial in the conventional space.

It has gradually migrated to deterrence by punishment in the Grey
Zone , whereas Pakistan attempts to deter India by denial in both
the conventional and Grey Zone space.

It is acknowledged that the above deterrence possibilities simplify
the understanding of cross-domain deterrence dynamics in this
complex geopolitical equation.

The actions in this quadrant will reinforce deterrence through
informational & military means.

e The actions may include, in the informational realm, publicly
stated doctrines, defined redlines, and military activities
aimed at strategic signalling.

» These actions may consist of military exercises, manoeuvres,
and testing of conventional/ strategic vectors to demonstrate
commitment to stated doctrines, such as the development
of a 'Triad' to reinforce India’s doctrine of credible minimum
deterrence and assured second strike?’” or Pakistan's
development of Tactical Nuclear Weapons.

» Military exercises with friendly foreign countries (FFCs)
signal the state of operational integration and preparedness
of international cooperative groupings.

o Threats of a worst-case escalation and limited tactical use of
force to retain moral ascendancy in areas of ambiguity, such
as trans-Line of Control raids, artillery duels and firing.

In this quadrant, when actions by a dominant actor lead to effective
deterrence in favour of the dominant actor, the target state is more
likely to be pushed to exploit the second or third quadrant, as
the only available option to counter coercion and unshackle itself
from a deterrence bind. The dynamics of diplomacy and military
instruments will be predominant in this quadrant.

The scope for exploiting ‘Grey Zone' operational space exists in all

four quadrants, with nebulous physical and cognitive boundaries.

Non-attributability or plausible deniability will be inherent to the
perpetrator's design for retaining escalation control, but not a
binding compulsion in alignment with the strategic signalling
objectives. Actions in each quadrant have intrinsic escalatory
dynamics, with escalatory actions likely to transition to another
quadrant.

2.3.5 Multiple Domains of Grey Zone Operational Space

Grey Zone threats involve the coordinated and cogent application
of all instruments of power at the disposal of a state or a non-state
actor across multiple domains. The colloquial term “domain” has
both geographical and functional connotations.?®

11
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A multi-domain operational environment includes the physical
domains, i.e. Land, Maritime and Aerospace, and the cognitive
domain, i.e. the Electromagnetic Spectrum (EMS) and the
Information-Cyber Space. The significant streams of Information
Warfare are distinctly different: Information-Technical Operations
(ITO), comprising Cyberspace Operations (CO) and Electronic
Warfare (EW) functions; and Information-Psychological
Operations (IPO), covering Psychological Operations (PSYOP),
Military Deception (MILDEC), Public Affairs (PA), and Strategic
Communication (SC).2°

The principal objective in the Grey Zone is for the dominant power
to achieve and retain a state of equilibrium of power to ensure
lasting relative peace (through deterrence or cooperation) from
a position of strategic advantage, and for a contesting power to
disturb the equilibrium within a viable risk calculus. Actions in the
Grey Zone are cost-effective options for a geopolitical paradigm
of constant contestation.

Failure of deterrence or escalation control due to miscalculating a
Grey Zone action can result in an indecisive, prolonged military
confrontation or a cost-prohibitive war. For example, in the
India-Pakistan context, while conventional deterrence has most of
the time prevented full-scale war, a ‘No War, No Peace' situation
has prevailed in the Line of Control (LC) sector. This could have
been upended if the Balakot or Op Sindoor escalatory dynamics
had spiralled out of control. An ambiguous narrative of the right
to respond against state-sponsored terrorism was relied upon by
India for legitimacy as well as escalation control, in the absence of
any globally accepted definition of terrorism.

As per the 2019 CSIS International Security Programme report,
China, Russia, Iran, and North Korea have been the principal Grey
Zone actors undermining US interests. The seven components
of the Grey Zone toolkit employed by these actors have been
information operations and disinformation, political coercion,
economic coercion, cyber operations, space operations, support
to proxies, and provocation by state-controlled forces.®° These
can have multi-quadrant manifestations, as explained in section
2.3. above.

2.3.6 Strategy at play in the Grey Zone

Diplomatic, informational, military and economic (DIME)
instruments of power are in a constant and dynamic interplay.
The primacy of instruments may be modulated while maintaining
complementarity to optimise the cumulative effect of the power
projected. The informational domain is omnipresent, a strategic
substrate. Individual events in the Grey Zone will, over time, add
up to a larger whole than the sum of their effects. The complexity
of strategy dynamics in Grey Zone operational space is as relevant
as Everett Dolman argues in terms of understanding strategy at
large, in stating,

The principal objective in the
Grey Zone is for the dominant
power to achieve and retain a
state of equilibrium of power from
a position of strategic advantage,
and for a contesting power to
disturb the equilibrium within a
viable risk calculus.

12
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“[A]t the tactical level, the issue of deciding a victor
is relatively straightforward. Tangible objectives such
as relative casualties, physical control of territory,
and public sentiment can be measured, and under
these pre-established criteria, a victor assigned. At
the strategic level, one quickly loses faith in such
calculations. It is quite possible to win the battle and
lose the war. It is moreover possible to win the war and
lose the strategic advantage.”>'

2.3.7 Timelessness of the Dimension of Time

The dimension of ‘Time’ is significant in the context of actions in
the Grey Zone. Grey Zone actions don't have classical victories
and defeats. The ebbs and flows of these contestations play out
over extended periods, setting the stage or shaping the space
for applying other instruments of power, whether to attain a
particular objective or to achieve strategic advantage in the quest
for equilibrium.

Gradualism and incremental gains through effects help forge

a norm, with escalation management inherent in the narrative.

General Sabharwal argues that Grey Zone strategies generally
combine several tools such as political, diplomatic, informational,
covert or cyber in a way that is intended to achieve strategic ends
over time without triggering a conventional and high-risk armed
conflict.®?

Persistent actions in the Grey Zone to support a narrative facilitate
the creation of an acceptable normative pattern in favour of the
perpetrator — a dominant popular narrative. Actions conforming
to this normative narrative prevent escalation until an outlier act,
by design or miscalculation, crosses a red line. This may lead to
escalation and doctrinal shifts over a period.

For example, in the context of Pakistan's proxy war against India,
the 13 December 2001 Parliament attack, coming close on the
heels of the 9/11 attacks on the US, crossed a red line in the

acceptable norm of proxy war limited to Jammu and Kashmir.

It was an act of terrorism, symbolically targeting the very seat
of India's democracy. This led to an escalation in the form
of Op Parakram, and the subsequent evolution of the Proactive
Operations Strategy (PAS), also referred to as the ‘Cold Start
Doctrine' in the succeeding decade by India.

This was followed by the Azm-e-Nou series of exercises
(2009-2013) by Pakistan, to evolve and validate a strategy of
offensive defence enunciated by the New Concept of War Fighting
(NCWF)32 and resultant Rearticulation-Reorganisation-Relocation
(RRR)3*. On the strategic deterrence front, it led to a doctrinal
shift by Pakistan from a ‘Minimum Deterrence’' posture towards
a 'Full Spectrum Deterrence’® , which included the development
of a ‘Tactical Nuclear Weapons (TNW)' programme along with a
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"liberty to select from a range of counter-value, battlefield, and
counterforce targets.”3®

Throughout the ensuing decade, however, all of these did not deter
Pakistan from planning, supporting, and executing - through its
proxies — the July 2006 serial train blast in Mumbai, the May 2008
serial blasts in Jaipur, the July 2008 Kabul Embassy attack, or the
'26/11" Mumbai attack. This, over time, led to strategic rethinking
in India towards a ‘Dynamic Response strategy (DRS)"?’.

A redrawing of ‘red lines' occurs through an information campaign
and escalatory military actions. During the currency of an ongoing
contestation, redlines are tested or challenged, and a shift in the
normative narrative is triggered. Therefore, an expansion of the
Grey Zone operational space takes place. For instance, in the
aftermath of the Uri attack (18 September 2016), multiple raids
(28 September 2016) were conducted against trans-LoC terror
infrastructure, across a wide front. What was until then a Grey
Zone response paradigm —transborder raids using Special Forces
or Ghatak Platoons3® by the Indian Army, or Border Action Team
(BAT) actions by the Pakistan Army, without attributability — was
openly claimed as a strategic communication objective by the
Government of India. The shift was in the informational domain:
to attribute the raids to its Special Forces; while restricting the
narrative to targeting of terror infrastructure, and not the Pakistan
Army; in Pakistan-Occupied Kashmir (LoC Sector), which (as
disputed territory) is geographically a Grey Zone.

Similarly, in the aftermath of the Pulwama attack (14 February
2019), India responded with an unprecedented escalatory
response through airstrikes on Balakot (26 February 2019),
located in Pakistan's Khyber Pakhtunkhwa Province, in Pakistan’s
mainland, beyond the LoC sector, which it later declared as
pre-emptive strikes targeting a Jaish e Mohammed (JeM) training
camp. JeM, as a proxy of Pakistan, is again a Grey Zone actor.

This was to ensure escalation control, by projecting an
informational narrative of targeting terror infrastructure in
Pakistan, which had become a global norm due to a paradigm
established during the ‘Global War on Terror'.

Pakistan had no option but to respond as per its ‘notch above
response’ or a ‘Quid Pro Quo Plus'®® response strategy. Pakistan,
after its retaliation, named 'Swift Retort’, on February 27, through
its Foreign Office, stated that the strikes were carried out
at "non-military targets, avoiding human loss and collateral
damage.”*? This again indicates Pakistan’s reliance on the Grey
Zone in the informational domain to manage escalation.

The entire escalatory episode therefore highlights the Grey Zone
operational space and its expanse, wherein acts of terror have
escalated to conventional force contestations in the air, managed
through a counterterror and restrained response narrative.

The shifting narratives concerning attributability, tools of action
and response, justifications for legitimising responses, and a
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doctrinal shift toward creating space for conventional tools while
managing escalation, all outline the nebulous limits of the Grey
Zone operational space.

3 Funnel Test for Grey Zone Activities

Based on the proposed definition, a four-quadrant Grey Zone
contestation matrix in sections Il above, four determinant qualities
emerge, which can be used to profile Grey Zone threats. An
activity within each of the four quadrants can have attributes of
Grey Zone, while appearing as a Regular War / Irregular War /
Competition / Deterrence activity. These are shown in Figure 4,
explained below, and proof tested in the context of Pakistan, China,
and India in the Appendix.

s B
J
Gradualism =
_ Selective Attributability

Creating a Normative Narrative
N Stratigic Communication
Acts reinforcing narrative Objectives
Leverage laws, conventions & Plausible deniability
principles

Rhetorical Support
Outlier Act- Spike within

normative narrative Outright ownership

Grey Zone

Activity X
Determinants \ ;
— Horizontal escalation Ambiguity in intent

N— Seeking legitimacy Clarity in execution

Escalation Management Tactical Clarity &
—_— Strategic Ambiguity

Figure 4: Funnel Test for Grey Zone Activities. (visualisation by
author)

3.1 Gradualism

The Grey Zone relies on long gestation periods, running into
decades, over which normative narratives are created and
gradually reinforced through a series of conforming actions.*!
These depend on prevailing laws, conventions and principles to
persist below the threshold of conflict. Once in a while, an outlier
act whether by miscalculation or design can create a spike in
intensity, leading to escalation and consequently the thresholds
or ‘red lines' get revised.

3.2 Escalation Management

The perpetrator has to adapt their instruments to exploit the Grey
Zone to manage escalation. This is done by continuously seeking
legitimacy for its actions within the framework of the normative
narrative that gradualism creates. In the one-off case where an
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outlier act triggers escalation, the effort is focused on managing
the fallout within that domain.

For example, in the India-China context after the Galwan clash
(2020), both sides resorted to enhanced troop deployment
along the LAC to cater to the mobilisation differential. In the
India-Pakistan context, in phase 1 (07 May 2025) of Op Sindoor,
India restricted its choice of targets to terror infrastructure

signalling to Pakistan that its immediate objectives had been met.

As Pakistan resorted to its ‘notch above’ response, India further
escalated its targeting to military infrastructure in phase 2 (09/10
May 2025) instead of population or economic targets. On the
other hand, Pakistan, to assuage domestic public opinion, claimed
victory based on aircraft losses inflicted upon the Indian Air Force
(IAF). This, despite the IAF, with impunity, inflicting considerable
attrition to Pakistan's critical military infrastructure. This shows
the strategy to escalate while providing the adversary politically
pliable 'off ramps’ to de-escalate.

3.3 Selective Attributability

The factor of attributability is selectively considered, based on the
overall objectives of Strategic Communication. It may range from
plausible deniability (Pakistan denying involvement in Pahalgam
terror attacks), rhetorical support (India's support for the Tibetan
cause), to outright ownership (Trans LC raids by Indian Special
Forces post Uri terror attack).

3.4 Tactical Clarity with Strategic Ambiguity

Threats in the Grey Zone are characterised by tactical clarity in
execution. This means that the perpetrator has clarity in resource
allocation, mission tasking and control of the event and modulation
of the impact. For example, during the terror attack in Pahalgam,
targeted killing of tourists based on religion was resorted to while
selectively restricting the killing to males only. In the Galwan
clash, non-lethal riot equipment was used by PLA for lethal attack,
despite ready availability of PLA regular as well as border defence
troops with firearms.

This clear tactical level execution is done while retaining strategic
ambiguity about the intended objectives of the tactical action,
which causes decision dilemma in the minds of the institutional
and national leadership of the target state.

4 Grey Zone Snapshot: Testing the
definition over a limited time window
- Balakot, Galwan, Operation Sindoor

This section investigates the activities that fit into the Grey Zone
definition and qualify the funnel test over a short period of time,

Four determinant qualities
emerge, which can be used

to profile Grey Zone threats-
gradualism, escalation
management, selective
attributability and tactical clarity
with strategic ambiguity.
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covering major activities between the Balakot strikes by India
in response to the Pulwama terror attack in February 2019, the
Galwan clash in June 2020, and Operation Sindoor in May 2025. It
is contextually embedded in the historical contestations in India’s
neighbourhood, with India, Pakistan, and China as the principal

actors.

This is done in correlation to the framework in Figure 1above. The
period has been selected to highlight the perpetuity and episodic
manifestation of Grey Zone campaigns. The activities included in
Figure 5 (below) are not all-inclusive; they only indicate the nature
of the contestation, relying on the Grey Zone operational space to

highlight the linkages with the proposed definition.

Grey Zone Snapshot: 2019-2025

Direct
3

Peace€

e Mil Capb
Devp

* Mil Capb
Devp

* Mil Capb

Devp « Jt
Maritime
Exs with
FFCs

e Militarisation of
disputed
areas near LAC
e 2020 onwards
Op Snow Leopard op %IONZSOOR
e 2025
Bunyan-un-
2019\arsoos

Northern Border
orientation

e Diplomatic Philippines &
Qutreach
us, Ch'”a& Critical Minerals

o High Altitude Eiatzv?azr? Balakot Strlkes
Fring Ranges e 2019
Swift Retort
e 202
f ggrllusion with China
e _Infra urkey- SWar
IcoR + Chinese [ R EGPT
gﬁfﬁ Oira:;ECabeyance oorlmpassein
Tech e % Partial Negotiations Pahalgam

e Mil HW Sup to

Armenia

disengagement

e 2019
with Access Denial

Pulwama
e 2019-25 J&K

Cyb
Tarkey & Supply chain hitacks v\lﬁ;go'/ Terrorist attacks
anipulations
* Diplomatic Outreach At.taggi;zt\z%g?ts
g‘gmca""”a Dossier Mlsmformatlon
Diplomacy ¢ Ideological
. Carto%raphfc Support to
e Mega Dams Agression Baluch
o PLAN Cause
Survey Vessels e Territorial
claims
Arunachan
P[adeSh
v
Indirect

Pakistan’s
Activities

China’s

Activities India’s Activities

Figure 5:

Indicative snapshot of major activities in the four

quadrants by India, Pakistan & China
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4.1 Pakistan Grey Zone Toolkit

During this period, Pakistan was undergoing tumultuous
political, economic, and internal security challenges. A
democratically-elected government, with Imran Khan as the
PM, was ousted by a parliamentary no-confidence vote in
2022. He had fallen out of favour with the Army, which had
engineered his victory in the earlier elections. The subsequent
general elections in 2024 took place under the shadow of military
influence, resulting in a hybrid government. The Pakistan Muslim
League party (PML-N) and the Pakistan People's Party (PPP)
came to power with the active support — and under the control of
- the Pakistan Army.*2

Indian analysts believe that the Pakistan Army, the primary centre
of power in the country, has three verticals, the Strategic Plans
Division (SPD) for management of nuclear weapons; the DGMO for
conventional warfare; Inter Services Intelligence (ISl) for running
the proxy wars and Information Warfare (IW) through the DGISPR,
plus its political arm for keeping the domestic situation favourable
for the Army.*3

411 Activities in the Irregular Warfare Quadrant

During this period, as part of its proxy war policy, in the second
quadrant (irregular warfare), Pakistan continued to meddle in the
Union Territory of J&K, India.

The so-called Bajwa doctrine was unveiled in early 2018, which
predicted a rapprochement with India.** In the face of growing
US pressure to audit Pakistan's commitment to US counterterror
efforts before US withdrawal in August 2021, the counter-terror
approach was likely to address India’s security concerns through
state legitimacy to terrorists and radicals.*® In May 2018, a
ceasefire was also reached on the LC, while the Indian Army
ensured that moral ascendancy was retained through tactical
initiative delegated to the local commanders, wherein Brigade
Commanders were authorised to plan and execute tactical actions
in response to ceasefire violations.®

The Bajwa doctrine was, however, shelved in favour of the Munir
doctrine. Gen Asim Munir, in his speech to a gathering of over
1000 expatriates on 15 April, amplified the ‘Two Nation Theory' and
reiterated the indispensability of the Kashmir question by referring
to it as Pakistan's Jugular Vein' and pledged unending support to
the separatists.

Pakistan continued using its proxies such as JeM or The
Resistance Front (TRF), a mutated proxy of Lashkar e Taiba
(LeT). Activities in the form of low-scale, low-visibility attacks
against security forces and episodic high-scale, high-intensity
attacks were perpetrated.

Pakistan's intent through these episodic flashpoints was to exploit
the second quadrant through adventurous opportunism, with the
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following objectives:

o Firstly, dissipating domestic political pressure and
reinforcing the stature of the Pakistan Army.

+ Secondly, internationalising Kashmir by reminding the world
that this remains a potential flashpoint in a nuclear-armed
region.

e Thirdly, thwart India's efforts to establish normalcy in
J&K by targeting its consolidated political position and
resurgent tourism economy, attempting to revive the ebbing
insurgency.

4.1.2 Activities in the Competition Quadrant

On 18 August 2018, Pakistan, on the sidelines of the swearing-in
of its 22nd PM, Mr Imran Khan, informally announced its decision
to provide access to the revered Kartarpur Saheb, a place of Sikh
pilgrimage in Pakistan, with a 'larger tactical game plan that the
[Pakistan] army was developing to gain greater influence in Indian
Punjab.4’

India abrogated Article 370 on 05 August 2019 and continued its
'no talks with terror policy’, leading to a period of no structured
interactions between the two governments. Pakistan responded
with a series of political, diplomatic, and economic measures
characteristic of the third quadrant (competition). These included
the expulsion of the Indian High Commissioner and the recall of its
own, making emphatic appeals in the UN and to the international
community, especially the Organisation of Islamic Cooperation
(OIC). It also discontinued the Thar Link express between Karachi
and Jodhpur.

4.1.3 Activities in Deterrence Quadrant

Cooperation, collaboration, and collusion with China are key
components of Pakistan's security calculus. ‘Interoperability with
the Chinese was a key Goal'*® as it also played out in Operation
Sindoor in May 2025, where active sharing of Intelligence,
Surveillance and Reconnaissance (ISR) by the Chinese with
Pakistan was evident.*®

Pakistan has made repeated references to nuclear dynamics in the
Indo-Pak relations to deny conventional operational space to India,
where the latter enjoys an asymmetric advantage. In the aftermath
of the abrogation of Article 370, Imran Khan made an emphatic
speech to the 76th Session of the UNGA, linking regional security
to the J&K situation and stating that,

“[tlhe onus remains on India to create a conducive
environment for meaningful and result-oriented
engagement with Pakistan.”  Further emphasising,
“lilt is also essential to prevent another conflict
between Pakistan and India. India's military build-up,
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development of advanced nuclear weapons, and
acquisition of destabilising conventional capabilities
can erode mutual deterrence between the two
countries.”0

In the aftermath of Operation Sindoor, as escalatory actions
were being initiated by India and Pakistan, the Pakistan military
declared that the PM had called a meeting of the Nuclear
Command Authority®! to play up the nuclear card. China and
Turkey have emerged as major suppliers of high-tech military
hardware to Pakistan. 81% of Pakistan’'s military hardware is of
Chinese origin.>? This cooperation, collaboration, and collusion
exacerbate India's two-front dilemma by activities in the fourth
quadrant.

41.4 Activities in Regular Warfare Quadrant

The activities in the first quadrant are discussed at the end of
this snapshot, as the fundamental essence of campaigns in the
Grey Zone is to avoid transition into this quadrant. However, a
few examples will illustrate how activities in the other quadrants,
primarily the IW domain, are used to manage escalation once
miscalculations in the other quadrants cause the contestation to
spill over into this quadrant.

Pakistan's proxy war in J&K was aimed at gradually developing into
a normative narrative of a homegrown local insurgency, expected
to lead to a popular uprising. This misconception has been
reinforced in Pakistani popular imagination over decades, with
episodic spikes in the form of tribal intrusion: Operation Gulmarg
(1947-48), Operation Grand Slam (1965), insurgency in J&K (since
1989), Operation Badr (1999), and a series of terror attacks already
highlighted above.

As India adopted a paradigm of escalatory response to terror
through kinetic, contact, and non-contact options in the post-Uri,
Pulwama, and Pahalgam operations, Pakistan responded with a
‘notch above' response in the same quadrant. This is a political
compulsion for Pakistan. However, it relied on the IW domain -
misinformation campaigns to manage escalation through a ‘notion
of victory’' for domestic public consumption, and diplomacy to
garner third-party intervention from the US for a ceasefire.

4.2 China's Grey Zone Toolkit

President Xi Jinping emerged as the undisputed head of the
Chinese Communist Party (CCP), the authoritarian regime
of China, during this period. Removal of Presidential term
limits in 2018 and an unprecedented third term in 2022 further
consolidated his political position.>3

In the past decade, the People's Liberation Army (PLA) has
implemented major reforms with an ambitious program to build a
modern, informatized, and "world-class” force by 2035. The PLA
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Rocket Force reorganisation to an Information Support Force with
emphasis on strategic domains — space, cyber, and electronic
warfare - reinforces the PLA's priorities. It has emerged as an
industrial powerhouse, boasting a military-industrial complex
leading in innovation and manufacturing.®*

China's economy maintained strong growth through most of
this period, despite significant headwinds from the COVID-19
pandemic, global trade turbulence, and geopolitical competition.
China posted real GDP growth rates of around 5% annually until
2025, with GDP projected to reach approximately $19.2 trillion.>®

China has continued to leverage its Grey Zone toolkit during
this period to pursue its strategic objectives, compete with the
US, and undermine India. The Chinese concept of peacetime
employment of military force explains China's Grey Zone toolkit.>®
This operational space has its escalatory dynamics ranging from
and including the following.%’

Baseline Military Deployments, such as the Fujian Rotational
Deployments, which refers to the rotational deployment of PLAAF
at Fujian since 1959; and Non-Standard Military Training, such
as the 5.20 Deterrence Activity, which included a series of
amphibious exercises in the Fujian region in May 2016, conform
to the fourth quadrant.

Nationwide Readiness and Disposition Adjustment, also called the
922 Special Mission in 2020-21 (September 2020 to mid-2021),
signalled to the US the Chinese state of readiness against any likely
coercive use of force, which would be an activity at the cusp of the
fourth and first quadrants.

Non-Lethal Military Confrontation, referred to as Hai Yang Shi You
981 Standoff or the Zhongjiannan Security Operation, involved
ramming incidents between Chinese and Vietnamese forces in
the disputed South China Sea and Lethal Military Confrontation in
June 2020 or the India-China Standoff at Galwan, which would fall
between the second and first quadrants, respectively.

4.21 Activities in the Irregular Warfare Quadrant

China has resorted to cyber espionage and intelligence gathering
against the US. The Digital Silk Route - 5G cyber operations have
targeted U.S. government entities, personnel, allies, and defence
contracting companies.®® Along India’s northern borders, close
to the Line of Actual Control (LAC), dual-use settlements and
infrastructure development was carried out under the Xiaokang
villages initiative. This involved development of 628 villages
(427 first line and 201 second line villages) in Tibet along the
Indian border. The scale of the initiative involved establishing
62,160 households aimed at ‘border cohesion and border security’,
presumably to bolster its border area territorial claims.®® Frequent
assertions have also been made regarding territorial claims over
disputed territories with India, especially in Arunachal Pradesh.
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Chinese survey vessels are frequently positioned near Indian
territorial waters to gather Technical Intelligence ( TECHINT).

4.2.2 Activities in the Competition Quadrant

The Belt and Road Initiative (BRI), coercive acquisition of
intellectual property (IP), Government stakes in critical infra
companies, and Industrial espionage have all been identified as
China's economic coercion tools. For instance, China cut off
Japanese access to rare earth metals in the midst of an unrelated
2010 maritime dispute. Similar curbs on rare-earth metal exports
are likely to impact Apple's manufacturing operations in India.®°

4.2.3 Activities in Deterrence Quadrant

China frequently tests the technologies needed to develop a
co-orbital anti-satellite weapon, rendezvous (RV), proximity
Operations, laser dazzling, etc., for space sector deterrence.®’
China also actively cooperates, collaborates, and colludes with
Pakistan. China's ISR support to Pakistan during Operation
Sindoor and military hardware supplies to Pakistan have already
been highlighted. PLAAF and Pakistan Air Force (PAF) have also
been carrying out the Shaheen series of combat exercises since
201.

4.2.4 Activities in Regular Warfare Quadrant

The clash at Galwan on 15 June 2020 led to enhanced troop
deployment and alteration of patrolling norms/ practices
along the LAC, particularly in Eastern Ladakh. PLA occupied
tactically advantageous positions and imposed restrictions on
the movement of Indian patrols in the areas at Depsang plains
(PPs10, 11, 1A, 12, and 13), Galwan, the north and south banks
of Pangong Tso, PP-17 A, and PP-15 (Gogra-Hot springs area).
China continues to maintain an active troop deployment along the
northern borders with India, including mechanised formations,
air defence assets, and artillery and infantry. Apart from the
disengagement at the tactical level, the status quo has discernibly
changed at the operational/ strategic levels.

Over thirty-one years, from the signing of the ‘Peace and
Tranquillity Agreement’ in Sep 1993 to the subsequent Confidence
Building Measures (CBMs) of Nov 1996, arrived at in the backdrop
of the Sumdrong Chu incident of 1986-87, the provisions have
been chipped away one incident at a time, such as stand-offs
at Depsang and Chumar (2013-14), Dokala (2017), and Galwan
(2020). This is an example of the classic Chinese long game at
play.

The Grey Zone toolkits employed by China and Pakistan indicate the deft leveraging of this operation
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5 Conclusion

Policy makers and analysts face challenges in assessing, profiling,
and countering threats in the Grey Zone. This challenge arises
from their inability to weigh these threats against a set of
determinants to profile them affirmatively and plan and coordinate
countermeasures.

The discussion document analyses the Grey Zone from an
operational space perspective, using a four-quadrant model
based on an intersection of the Peace-War and Direct-Indirect
action axes. Multidomain threats in the Grey Zone, involving
all dimensions of power, simultaneously manifest in the four
quadrants—regular warfare, irregular warfare, competition,
and deterrence—as tools of contestation between states and
non-state actors.

The above model was used to validate the definition of Grey
Zone as an overarching operational space of coercive struggles
between actors (state and non-state) across multiple domains,
below the threshold of war, aimed at shaping the environment to
achieve geopolitical objectives.

This definition was tested for activities between India, Pakistan,
and China over a short window (between 2020 and 2025) across
the four quadrants. This highlighted the four determinants of
the Grey Zone: gradualism, escalation management, selective
attributability, and tactical clarity with strategic ambiguity.

The analytical framework proposed in this document along with
the funnel test can be effectively used by security analysists to
identify and evaluate trajectories of emerging Grey Zone threats.

Further study is required to analyse the inherent limitations of
structures within the state's security architecture in diagnosing
Grey Zone threats in a timely manner and calibrating its response.

Appendix A

Multi-Domain Grey Zone Activity Matrix : Pakistan, China &
India

Threats in the Grey Zone are
characterised by tactical clarity
in execution. This clear tactical
level execution is done while
retaining strategic ambiguity
about the intended objectives of
the tactical action, which causes
decision dilemma in the minds
of the institutional and national
leadership of the target state.
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